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1.00114e mojio:KeHus

Hacrosimuii TOKyMEHT ycTaHaBIUBaeT TPeOOBaHMS K 00eCIeueHHI0 0€30IMacHOCTH MePCOHAIBHBIX
JaHHBIX MpU uX 00paboTke B MH(MOPMALMOHHBIX CHCTEMaX, a Takke WH(POPMAIMOHHBIX TEXHOJOTHH H
TEXHHYECKUX CPEACTB, IO3BOJSIOIIMX OCYIIECTBIISATH OOpabOTKYy TaKWX IEPCOHAJBHBIX MJaHHBIX C
HCIIOJIb30BAHUEM CPEICTB aBTOMATU3aLNU.

[Nonutuka pazpabotana B coorBercTBuU ¢ KoHcTuTynmel Poccuiickoit @enepannu, denepaabHbM
3akoHOM 0T 27 mtonst 2006 1. Ne 149-@3 «O6 undopmanuy, HHGOPMATMOHHBIX TEXHONOTUSIX U O 3alUTE
nHpopmanmmy, DenepanbHbIM 3akoHOM OT 27 mionsg 2006 1. Ne 152-03 «O mepcoHaNbHBIX TaHHBIX,
[TocranoBnennem [IpaBurensctBa PO ot 01.11.2012 . Ne 1119 «O0 yrBepx’aeHUH TpeOOBaHWI K 3aIuTe
MEPCOHANBHBIX JaHHBIX NPH HX 00paboTke B HMH(GOPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX IaHHBIX»,
IIpukazom @OCTIK Poccum ot 18.02.2013 Ne 21 «OO0 yTBepKOEHHHM COCTaBa M COAEPKaHUSA
OpPraHM3allMOHHBIX W TEXHHYECKHMX MEp MO O0ecredeHni0 Oe30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH WX
00paboTke B HMHGOPMAIMOHHBIX CHCTEMAaxX IEPCOHANBHBIX JaHHBIX» M ONpeNeNisieT TMOPSAOK 3alluThl
MEPCOHAIBHBIX JaHHBIX, 00padaTsiBaeMbIX B OpraHu3anum.

1.1. leab moJUTHKH.

Onpenenuts TpeOOBaHHUsS OE30MACHOCTH K TEPCOHANBHBIM JaHHBIM, 00pabaThiBacMbIM B
WH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX OpraHu3aluy, ¢ IeJbI0 MPEIOTBPAlICHUS JTH00r0
HECaHKIMOHUPOBAHHOTO JOCTYIIA.

Kputnuneim (akropom OesomacHoctu [1J[H sBhsiercs opranm3anms 3((EKTUBHOTO KOHTPOJIS
nmoctyma K IIJIH, oOpabaTpiBaeMbIX B MH(OPMAITMOHHBIX CHCTEMaX IMEPCOHAIBHBIX AaHHBIX. OTCyTCTBHE
aZIeKBaTHOTO KOHTPOJISI TOCTYIIAa MOXKET BECTH K HecaHKIIMOHHpoBaHHOMY noctyiry K UCIIn Opranuzammm.

1.2. O0nacTh NpUMeHeHns.

TpeboBanus Hactosmen [lomuTukn pacipocTpaHsrOTCsS Ha BCeX COTPYAHUKOB Opranu3anny (IITaTHBIX,
BpPEMEHHBIX, pabOTAIOIINX [0 KOHTPAKTY M T.II.), @ TAKXKE BCEX MPOYMX JHL (TOAPSAUYUKH, ayAUTOPHI U T.IL.).

2. CocraB u conep:kanue Mep no ooecneyennio oezonacuoctu I/In u nian pador nmo 3amure I1/n,
oopadarsiBaembix B UCII[In Opranusauuu
2.1. CocrtaB u coaep:xxaHue Mep 1o odecrneyeHuro 6esonacHoctu I11n
B coctaB mMep mo obecrieyeHn0 0€30MACHOCTH TEPCOHATBHBIX JaHHBIX, PEaln3yeMbIX B paMKax
CHUCTCMbI 3allUThI TMCPCOHAJIBHBIX JAaHHBIX C YYC€TOM aKTYaJbHBIX YI'pO3 6G3OHaCHOCTI/I NEPCOHAJIBHBIX
JTAHHBIX U IPUMEHSIEMBIX HH(HOPMAIIMOHHBIX TEXHOJIOTHH, BXOIAT:



- Mepel 1o waeHTHQUKAIMM W ayTeHTU(HUKAIUU CYObEKTOB JOCTYNa U OOBEKTOB JOCTYMA JOJKHBI
obecrnieunBaTh MPUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHUKAJIBHOTO MpU3HaKa (MOCHTU(HKATOPA),
CpaBHEHHE TPEIBIBIIEMOr0 CyOBEeKTOM (0OBEKTOM) OCTyNa MACHTU(UKATOpA C TIEpedHEM IMPHCBOSHHBIX
UICHTH(GUKATOPOB, a TAKXKE MPOBEPKY MPHUHAMICKHOCTH CYOBEKTY (00BEKTY) MOCTYIIa MPEIbIBICHHOTO UM
uaeHTudukaropa (MOATBEPKACHNE TOATHHHOCTH).

- Mepbl Mo ynpaBieHUIO JOCTYNIOM CYOBEKTOB AOCTyHa K OOBEKTaM JOCTyNa AOJDKHBI 00ecreduBaTh
yIpaBlicHHE TPaBaMU W MPHBUIICTHSIMH CYOBEKTOB JIOCTYIA, pa3srpaHHYCHUE JJOCTYNa CyOBEKTOB JOCTyIa K
0o0beKTaM JIOCTyIla Ha OCHOBE COBOKYITHOCTH YCTAHOBIICHHBIX B WH(MOPMAIIMOHHOW CHCTEME MpaBUII
pasrpaHUYeHUs IOCTYIIA, a TaKXkKe 00ecIeunBaTh KOHTPOJIh 32 COOTIOICHHEM STHX TIPaBHIL.

- Mepbl 0 OrpaHUYECHHIO MPOTPAMMHON CPeJbl JOIKHBI 00ECIIeYnBaTh YCTAHOBKY UM (MIJIH) 3aITyCK TOJBKO
paspelIeHHOr0 K HCHOJIb30BAHUI0 B HMH(OPMALMOHHONW CHCTEME TPOTPaMMHOTO OOECIIeUeHUs WIH
WCKITIOYaTh BO3MOXKHOCTh YCTAHOBKH U (MJIM) 3aIlyCKa 3alpelieHHOr0 K UCIOIb30BaHHUIO B HH(POpMaIMOHHON
CHCTEME TIPOTPAMMHOTO 00ECTIEYCHNSI.

- Mepsl 10 3ammTe MAINIMHHBIX HOCHTENEH TEepCOHANBHBIX MaHHBIX (CpencTB oOpabOTKH (XpaHCHU)
MEPCOHANBHBIX AaHHBIX, ChEMHBIX MAIIMHHBIX HOCHTENEH MepCOHAJbHBIX NAHHBIX) JOJKHBI HCKIIOYATh
BO3MOXKHOCTh HECAHKIMOHMPOBAHHOTO JOCTYNa K MAIIMHHBIM HOCHTEISIM W XpaHSIIUMCS Ha HHUX
MEPCOHAFHBIM JTaHHBIM, a TaKXKe HECAaHKIMOHUPOBAHHOE MCIIONH30BaHNE CHEMHBIX MAIIWHHBIX HOCHTEJEH
MEPCOHATBHBIX JIAHHBIX.

- Mepsl o peructpanuu coObITHIA 0€30MacHOCTH AOJDKHBI 00eceunBaTh cOOp, 3aKch, XpaHEHNE U 3aIIUTY
nHpOpMaMU 0 cOOBITUAX O€30IacHOCTH B MH(POPMALIMOHHON CHCTEME, A TAKKE BO3MOXKHOCTD MPOCMOTpPA U
aHanm3a HHPOPMAIMH O TAKUX COOBITUSAX U pearupoBaHUe HA HUX.

- Mepbl 10 aHTHUBHPYCHOHM 3alllMTE IOJDKHBI OoOecrieunBaTh OOHapyKeHHe B MH(OPMALMOHHON CHUCTEME
KOMITBIOTEPHBIX ~ MpOrpaMM JTMOO WHOW KOMIBIOTEPHOW WHGOpMAIMK, MpeIHA3HAYeHHOW  JUIs
HECaHKIIMOHUPOBAHHOTO YHHYTO)KEHUS, OJOKHpPOBaHUS, MOAM(DHUKANNN, KOMHPOBAHHUS KOMITBIOTEPHOMN
WHPOPMAIMK WIH HEHTpaIU3alluy CPEICTB 3alIUThl HH(POPMAINH, a TAKXKE pearnpoBaHUe Ha OOHApYKEHHE
3THUX MPOTPaMM M HHPOPMAIIHH.

- Mepsl o o0HapyxeHuo (TIpeAOTBPAIICHHI0) BTOPKEHAN TOJKHBI 00ecIieurnBaTh 0OHapyKeHUe NeicTBU
B WH(GOPMAIIMOHHOW CHCTEME, HAalpaBIEHHBIX Ha HECAHKIMOHWPOBAHHBINA MOCTYN K HWH(OpPMAaIHH,
CrenuanbHble BO3ACHCTBHA Ha WHQPOPMALMOHHYIO CHUCTeMY W (WJIH) MEPCOHANbHBIE NaHHBIE B IIEJSX
JIOOBIBaHMS, YHHUUTOKEHHS, MCKaXECHUS M OJOKMPOBAaHMS IOCTyNa K IMEPCOHAJIbHBIM IaHHBIM, a TaKxkKe
pearupoBaHu€ Ha 3TU JIEUCTBUSL.

- MepsbI 110 KOHTPOMIO (aHATU3Y) 3AMUIICHHOCTH MEPCOHAIBHBIX JAaHHBIX JOJDKHBI 00€CII€YNBaTh KOHTPOIh
YPOBHS 3alUIIEHHOCTH NEPCOHAIBHBIX NaHHBIX, 0OpalOaTbiBaeMbIX B MH()OPMALMOHHOM CHCTEME, IyTeM
MPOBEACHUSI CUCTEMAaTHYECKHX MEPONPHUATHI 10 aHAIHM3y 3allWIIEeHHOCTH WH(GOPMAIMOHHON CHUCTEMBI H
TECTHPOBAHHUIO PA0OTOCHOCOOHOCTH CUCTEMBI 3aIIUTHI IIEPCOHATILHBIX TAHHBIX.

- Mepbl mo obecrieueHHuI0 ETOCTHOCTH WH(POPMAIIMOHHON CHUCTEMBI M IMEPCOHANBHBIX JaHHBIX JOJDKHBI
obecrieunBaTh OOHapyXeHHE (PAaKTOB HECAHKIIMOHHPOBAHHOTO HAPYIIECHUS IEIIOCTHOCTH HMH(POPMAITMOHHON
CHUCTEMBl U COJIEpXKAIIMXCS B HEW IMEepPCOHANBHBIX J/JaHHBIX, a TaK)KE BO3MOXXHOCTH BOCCTAaHOBIICHHS
WH(POPMAIIMOHHONW CUCTEMBI M COICPIKAIINXCSI B HEW IEPCOHABHBIX JaHHBIX.

- Mepsl mo o0ecrieueHnIo TOCTYIHOCTH MEPCOHANBHBIX JaHHBIX JOJDKHBI 00ECIIeUMBaTh aBTOPHU30BAHHBIN
JIOCTYT TIOJIB30BAaTeNieil, WMEIOMMX TpaBa IO JOCTYMY, K TEPCOHAJIbHBIM JaHHBIM, COAEPIKAIIUMCS B
WHPOPMAIIMOHHOW CHUCTEME, B IITATHOM pexuMe HYHKITMOHHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI.

- Mepsl mo 3ammTe cpedpl BHPTyaIM3alMH JOJDKHBI HCKIIOYAaTh HECAHKIMOHHWPOBAHHBIA JOCTYI K
MEPCOHANILHBIM ~ JIAHHBIM, 00pa0aThiBacMbIM B BUPTyaldbHOH WH(PPACTPYKTYpEe, U K KOMIIOHEHTaM
BUPTYyaIbHOW WH(PACTPYKTYphl U (WMJIHM) BO3JCHCTBHE HAa HUX, B TOM 4YHCJIE K CPEACTBAM YIIPaBICHHS
BUPTYaIbHOW WHQPPACTPYKTYpPOH, MOHHTOPY BHUPTYAJIbHBIX MalIMH (THUIEPBH30PY), CHUCTEME XpaHCHHS
JAHHBIX (BKIFOYAs CUCTEMY XpaHEeHHs 00pa3oB BHPTYaIbHON HH(PACTPYKTYpHI), CETH IMEpeNadd JTaHHBIX
Yyepe3 AJIEeMEHTHl BUPTYaJbHON WM (U3NYECKON HH(PPACTPYKTYpHI, TOCTEBBIM OIEPAIIMOHHBIM CHCTEMAaM,
BUPTYalbHBIM MamiMHaM (KOHTEHHepaMm), CHCTEME W CETH PEIUIMKALlUK, TEPMHHAJIbHBIM U BHUPTYaJIbHBIM
YCTPOHCTBaM, a TaKKe CUCTEME PE3EPBHOIO KOMMPOBAHUS U CO3/1aBACMBIM €10 KOTIHSIM.

- Mepsl mo 3amuTe TEXHHYECKHWX CPEACTB JODKHBI HCKITIOYaTh HECAHKIIMOHUPOBAHHBIN IOCTYN K
CTAIlIOHAPHBIM TEXHWYECKUM CpeicTBaM, 0O0palaThIBAIOMIMM IEepPCOHANBHBIE [aHHBIE, CpEACTBaM,
o0ecrnieunBaOInM  (PYHKIIMOHUPOBaHWE HH()OPMALMOHHONW CHUCTEMBI (Jajee - cpeicTBa oOecredeHus
(YHKIIMOHMPOBAHKSA), U B MOMEIICHHS, B KOTOPHIX OHHM IOCTOSHHO PACIOJIOKEHBI, 3aLIUTy TEXHHYECKHX
CPE/ICTB OT BHEUIHWX BO3JCHCTBHIA, a TaKKe 3allUTy MEPCOHANBHBIX JaHHBIX, MPEJCTABICHHBIX B BHUJIC
WH(POPMATUBHBIX AIEKTPUIECKUX CUTHAIIOB U (PU3MUYECKUX TTOJIEH.



- Mepsb! no 3amuTe MHOOPMALMOHHON CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3M U Iepelayd JaHHBIX JOJKHBI
obecrnieunBaTh 3alIUTY MEPCOHAIBHBIX JAHHBIX NPH B3aUMOACUCTBHM MH()OPMALIMOHHOW CHCTEMBI WIIH €€
OTAETBbHBIX  CETMEHTOB €  WHBIMM  HMH(QOPMALMOHHBIMM  CHCTEMaMH U HHGOPMAIMOHHO-
TEJIEKOMMYHHUKALMOHHBIMH CETAMH ITOCPEICTBOM IMPUMEHEHUs apXUTEKTYPbl HHPOPMALIMOHHON CHCTEMBI U
MIPOEKTHBIX PEIICHUH, HAPaBJICHHBIX Ha o0ecreueHne 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX.

- Mepsl 10 BBISIBICHHIO WMHIMICHTOB W PEarupoBaHMI0 Ha HUX JOJDKHBI OOeclieuyuBaTh OOHApYyKEHHE,
WACHTU(UKAIIUNIO, aHANW3 WHIMIEHTOB B HWH(MOPMAIMOHHOW CHCTEMe, a TakXe NpPUHATHE Mep TI0
YCTPaHEHHIO U MPETYIPEKICHUIO HHITUICHTOB.

- Mepsl 1o ynpasieHuto koH(purypanueidn MHGOpMannOHHONW CHCTEMBI M CUCTEMBI 3aLIUTHI IEPCOHATBHBIX
JaHHBIX JOJDKHBI 00€CIeunBaTh YIpPAaBICHHE M3MEHEHHSAMH KOH(QUIypaluyd MH(GOPMALHOHHOH CHCTEMBI M
CHCTEMBI 3aIlIUThI IEPCOHATBHBIX JAaHHBIX, aHAINU3 MTOTEHIINAIBHOTO BO3IEHCTBYS INIAHUPYEMBIX W3MEHEHUH
Ha obecrniedeHne 0e30MaCHOCTH IEPCOHANTBHBIX JaHHBIX, & TAKXKe JOKYMEHTUPOBAHUE dTHX U3MEHECHUH.

Jus 3ammrer 11/1H, npencraBieHHON B BHIE MH(QOPMATUBHBIX 3JIEKTPUUYECKHX CHUTHAJIOB M (U3MUECKUX
10JIeH MOT'YT IPUMEHSTHCS CICAYIOIINE METOABI U CIIOCO0B! 3aIUThl HHGOPMALH:

- HCTIOJIb30BAHNE TEXHUUECKHUX CPE/ICTB B 3AIIMUIIIEHHOM HCIIOJHEHNH;

- HCIIONIb30BAaHHE CPEACTB 3aIUThl MH(OpMalWH, MPOLIEAIINX B YCTAHOBICHHOM TMOPSAKE MPOLEAYPY
OILICHKH COOTBETCTBHS;

- pa3MmenieHue 0OBEKTOB 3alTUTH B COOTBETCTBHUH C IIPEANMCAHNEM Ha HKCIUTyaTaIlHIo;

- obecrieueHue pa3BsiI3KU LIETICH AIIEKTPONUTAHNS TEXHUYECKUX CPEIACTB C MOMOILBIO 3AIIUTHBIX (HUIBTPOB,
OOKMpYOINX (MTOAABISIONINX ) HH(GOPMATUBHBINA CUTHAT,

BosmoxkHbple MeTombl M cnocoObl 3amuThl [1/[H, mpeicTaBieHHBIX B BHAE AaKyCTHYECKOW (pedeBoil)
HHPOPMAIMKA OTCYTCTBYIOT, T.K , HET TOJOCOBOTO BBOJA IEPCOHANBHBIX JAHHBIX B HMH()OpMAaMOHHON
CHCTEME WM BOCIIPOM3BEICHUN HH)OPMALIUH aKyCTHUYECKUMH CPEACTBAMH.

2.2. IpuHIUNBI ¥ cTIOCOOBI ONpe/ie/eHUA AKTYAJBHBIX YIrpo3 0e3onacHoctu I1/{n

st BBIOOpa M peanu3anuu Mep 1o odecrniedennto 6e3omnacHocty [1/1H B M”HPOpMAIMOHHOM cHcTEME
OpraHuzany Ha3HAYaeTcs OTBETCTBEHHBIM 10 3aluTe HHGOpMAaLUMM B HHGOPMALMOHHBIX CHUCTEMAax
MIEPCOHANIBHBIX TaHHBIX.

Bri6op u peanmuzanus mep no obecnedenuto 6e3onacHoctu [/l B UCIIAH ocymecTBusOTCS Ha
OCHOBe, ompenensieMblx B Opranuszanuu, yrpo3 0€301acHOCTH MEePCOHATIBHBIX AaHHBIX (MOIENb Yyrpo3) U B
3aBHCHMOCTH ypoBHsS 3ammimieHHoctd [I/lH, ompenmenenHoro B cooTBeTcTBHM C [locTaHoBneHHMEM
[IpaBurensctBa ot 1.11.2012 . Ne 1119 «O6 yTBepkaeHnn TpeOOBaHMI K 3aIIUTE MEPCOHATBHBIX JTaHHBIX
npu ux 00paboTke B HHPOPMALIMOHHBIX CHCTEMAaX NEPCOHABHBIX JAHHBIX).

Mogenb yrpo3 pa3pabaTbIBacTCsl HA OCHOBE CIEAYIOIINX METOANYECKUX TOKYMEHTOB!
- bazoBas Mozmenb yrpo3 0e30MacHOCTH TEPCOHANBHBIM JIAaHHBIM NPH 00paboTke B HMH(MOPMAIMOHHBIX
CUCTEMax MEepCOHANBHBIX JaHHBIX, YTBepkAeHHOU 15 deBpans 2008 1. 3amectutenem nupekropa CTOK
Poccun;
- Meroauka ompenesieHnsl aKTyaJbHBIX YIPo3 O€30IacHOCTU IEPCOHAIBHBIX AAHHBIX IpU 00paboTKe B
WHQOPMAIIMOHHBIX CHUCTEMax IEPCOHANBHBIX AAaHHBIX, yTBepxkAeHHOW 14 deBpans 2008 3amecturenem
nupexropa @CTOK Poccun.

Mogens yrpo3 NEpCOHAIbHBIM JaHHBIM COCTaBISIETCS OTBETCTBEHHBIM mO 3ammure II[lH n
yTBepXkaaeTcsi pykoBoguTeiaem Opranu3aiim.

[lepuonnunocte mepecmorpa mozaenu yrpo3 ais kaxaod HCII[IH ompenenena B myHkTe 2.4.
JTAHHOTO TOKyMEHTA.

2.3. Onpenenenne ypoBHs 3anumennoctu IIn

[Tpu 06paboTKe TepCOHANBHBIX JAaHHBIX B HHPOPMAIIMOHHBIX CHCTEMAX YCTaHABIMBAIOTCS YPOBHH
samuienHocTd [1/IH B cootBetcTBuu ¢ IloctanoBnennem 8 IlpasurennctBa oT 1.11.2012 . Ne 1119 «O6
YIBEP)KICHUU TPeOOBaHMM K 3allUTE IMEPCOHANBHBIX AAHHBIX NpU UX 00paboTke B HMH(GOPMALMOHHBIX
CHUCTEMaXx MepPCOHANBHBIX JAHHBIX».

[Tpu ompenenennn ypoBHs 3amuineHHocTH [1/IH, mpu ux oOpaborke B MCII/IH yuuThIBatoTCS
CIEXYIOINE UCXOHBIE JAHHBIE:

- KaTeropus oOpadaTbIBaeMbIX B HHPOPMAIIMOHHON CHCTEME NEPCOHAIBHBIX JAHHBIX;

- o0beM o0OpabaThiBaeMbIX TEPCOHATBHBIX MAaHHBIX (KOJIMYECTBO CYOBEKTOB MEPCOHAIBHBIX
JAaHHBIX, IEPCOHANBHBIC TaHHbIE KOTOPBIX 00pabaThIBatoTCsl B UHOPMAILIMOHHOM CUCTEME);

- 33/JIaHHBIE  ONEpPaTopoOM  XapaKTePUCTUKH  OEe30MacHOCTH  IEPCOHANBHBIX  JaHHBIX,
o0pabaTpIBaeMBbIX B HH(OPMAIIHOHHON CHCTEME;

- Tun yrpo3 6ezonacHocty [1/1H, akTyanbHBIX U1 HHPOPMALMOHHON CHCTEMBI,



- mpoBepsieTcsl ycnoBue npuHaanexxHoctd [1/IH corpynnukam omeparopa I[1JlH nim wHBIM cyObekTam, He
SIBJIFOIIIMMCSI COTPYHUKAMHU OIlepaTopa.

Ilo pesynbraram aHagM3a UCXOOHBIX IAHHBIX MH(GOPMAIMOHHBIX CHUCTEM II€PCOHAIBHBIX AAHHBIX
IIPUCBAMBACTCS COOTBETCTBYIOILMI ypoBeHb 3ammuieHHoctd IIJIH, u cocraBisiercss «AKT OIpenereHus
ypoBHs 3amumeHHoctd [I[lH, mpm wux oOpabotke B HWCIIdH», yTBepKAaeMblii pyKOBOOUTEIEM
Opranuzanuu.

YpoBeHb 3aMHUIIEHHOCTH MTEPCOHANBHBIX JaHHBIX MOXKET OBITh IEPECMOTPEH:

- TI0 pemieHuio oTBeTcTBeHHOro Mo 3amute [1/[H B Opranu3anuyu Ha OCHOBE NMPOBEACHHBIX MM aHAIHM3a U
OLIGHKM yrpo3 Oe30MacHOCTH MEPCOHAJBbHBIX MAHHBIX C Y4eTOM OcCOOEHHOCTeH M (WIHM) W3MEHEHHH
KOHKPETHOW MH()OPMAaLIMOHHON CUCTEMB;

- 110 pe3yNbTaTaM MEPOIPUATHIA [T0 KOHTPOJIIO 32 BBITIOJIHEHHEM TpeOoBaHUH K o0ecriedeHrIo 0e301MacHOCTH
MEPCOHAIBHBIX JAHHBIX MIPU UX 00paboTke B MHPOPMAIIIOHHOH CHUCTEME.

2.4. Ilnan MeponpusiTHii Mo odecnedennto oezonacuoctu I /In
s obecrieueHuss O€30MacCHOCTH MPOIECCOB 00Pa0OTKU MEPCOHANBHBIX JaHHBIX B OpraHu3aliiu, JOKHBI
OBITH BBITIOJHEHBI pA0OTHI, B COOTBETCTBHUH C TIAHOM, YKa3aHHOM HUXKE:



Meponpusitue HepnopnunocTs
Oprann3anuoHHbIe MEPONIPHUATHS

OO6cnenoBanyie HHPOPMAITHOHHBIX CHCTEM TIEPCOHATBHBIX JAHHBIX PazoBoe
Onpenenenne nepeunst UCIT/Ia PazoBoe
Onpenenenue oopadaTsiBaeMbix [1/H 1 00BEKTOB 3aIIHUTHI PazoBoe
Omnpenenenne Kpyra Jiul, yqacTByrommx B 00pabdotke [1/1x Pa3oBoe
OnpezeneHne OTBETCTBEHHOCTH JIUI], YIaCTBYIOIUX B 00paboTKe Pa3oBoe
Omnpenenenue mpaB pasrpaHuyeHuss noctymna nosabs3oBareneid  WCIIH, | PazoBoe
HEOOXOANMBIX /ISl BBITOJTHEHHSI JOJDKHOCTHBIX 00s13aHHOCTE!

Hasnauenue oTBeTCTBEHHBIX 3a Oe30macHOCTh U opranm3ariio NCI/ PazoBoe
Omnpenenenue yposHs 3anumennocty [1/1x st Bcex BorsiBneHHbx UCIT/H PazoBoe
YcranoBnenue KoHTponupyemoil 3oub1 Bokpyr MCII/Ix Pasosoe
Breibop momemenunit ans  ycraHoBku anmapatHeix cpeacts  MCII[lm B | PazoBoe
MMOMEIIEHUSX, ¢ menbio uckmouenns HCJl nmi, He HOMyImIeHHBIX K 00paboTke

JU0I Lz

Opranuzanys pexuma U KOHTPOJIs JOocTyna (OXpaHbl) B IOMEIIEHHUs, B KOTOphIX | PasoBoe
yCcTaHOBIIEHHI anmnaparHble cpeactsa UCII/Ix.

Opranmzamnust MOpsAAKa PE3EepPBHOTO  KOMHPOBAaHUS W BOCCTaHOBIEHHs | PazoBoe
3amuinaeMon nHpopMauy Ha TBEPIble HOCUTEIH

Brenenwne B nefictBrue uHcTpykuuu 1o 3ammre UCIIx PaszoBoe
Opranuzanus WHPOPMUPOBaHUS © OOY4eHHUs COTPYAHHMKOB O mopsake | PazoBoe
00paboTku u 3amuTel [1/]0

Pa3paboTka [MOMKHOCTHBIX WHCTPYKIHWA o0 mopsake o6paborku [1[la wu|Pa3soBoe
o0ecTieYeHUH BBEICHHOTO PEIKIMa 3aIUTHI

Pa3paboTrka WHCTpPYKIM O JOEHCTBHMU B Clydyae BO3HHMKHOBEHHUS BHEINTATHHIX | PazoBoe
cUTyaluuin

PazpaboTtka monoxkenuss o0 oOpaborke m 3amute [1/[H, oOpabarbBacMbIX B |PazoBoe
NCIIn

YTBepkIeHNE TOTUTUKN 0€30IMaCHOCTH MEPCOHANBHBIX JAHHBIX PazoBoe
Opranuzanus xKypHana y4yera oopamenuii cyobekro [1/1x Pasosoe
Opranuzanus nepedyss 1Mo y4eTy TEXHHYECKHX CPEACTB M CpPEACTB 3allMThI, a|Pa3oBoe
TaK)Ke TOKyMEHTAIlNA K HUM

HHkeHEepHO-TeXHUYECKHE MePONIPUATHSA

Brenpenue TexHUUECKOM CHUCTEMBI KOHTPOJIS JOCTYNA B KOHTPOJIMPYEMYIO 30HY | PasoBoe
Y TIOMEILEHUS

Brenpenune texHnueckoi cucteMsl KOHTpoIs Joctyna k anementam UCIT /T Pa3oBoe
YcTaHOBKA JKaJTi031 Ha OKHAX PazoBoe
Brenpenne pesepBHBIX (IyOMUPYIONINX) TEXHUYECKHX CPEACTB KIIOUEBHIX | PazoBoe
anementoB UCII/In

Meponpusitusi no BHeapenno C3U or HC/|

BHenpenue cpencTs aHamm3a 3alIUIIEHHOCTH PazoBoe
Bueapenue cpencTB aHaau3a 3alUIIIEHHOCTH PazoBoe
Brenpenue cpenctB oOHapyXeHHUS BTOPKEHUI PasoBoe
CosznaHue xypHajla BHYTPEHHUX NPOBEPOK U MOJJEpKaHUe €ro B akTyaldbHOM | ExxemecsuHo




COCTOSAHHHA

KonTpons Haj cobmronerneM pexxuma oopadotku I1/1x EsxenenenbHoO
KonTpons Ham coOmoneHneM peskuMa 3aiuThI ExxenneBHo
KonTponb HaJl BEINOJIHEHUEM AHTUBUPYCHOU 3aILIUTHI ExenenensHo

KonTpons Han coOnrofeHHMEM peknMma 3alluThl NpH MONKIIOYCHUH K ceTaM | ExxeHenensHO
00I11Iero Mojbp30BaHMA U (WIIM) MEXIyHApOJHOTO 0OMEHa

[IpoBeneHre BHYTpEHHHX MPOBEPOK Ha TpEAMET BBIIBICHUS H3MeHeHud B|Exeromno
pexume 00padoTku 1 3amuThl 11/1H

KoHTpons 3a OOHOBIEHWSIMH TPOTPAaMMHOTO obecrieueHHus W eanHooOpasus | ExxeHenensHO
npumMensiemoro 110 Ha Bcex anementax MCIIx

KOHTpOJ'IB 3a o0ecreueHneEM PE3CPBHOIO KOMMUPOBAHUA ExeMmecsuno

OpFaHI/I3a]_[I/I$I aHaJIn3a U MCPeCMOTpa UMCIOIINXCA YIpO3 0€30IMacHOCTH HI[H, a E)KGFOL[HO
TAKXKC IMPEACKA3aHNEC MOABJIICHUA HOBBIX, €1I1€ HCU3BCCTHLBIX, YI'PO3

Ilognepxanre B aKTyalbHOM COCTOSSHUM HOPMAaTHBHO-OPraHW3alMOHHBIX | ExxemMecsauHo
JIOKYMEHTOB

Kontponmes 3a pa3paboTkoii ¥ BHECEHMEM HW3MEHEHHl B mporpammuoe | ExxemecsaHo
obecrieueHne CcoOCTBEHHOW pa3paboTrkm win mTarHoe [10, chenmuanbHO
JnopabareiBaeMoe  COOCTBEHHBIMHM — pa3pabOTYMKAMH WM CTOPOHHUMH
OpraHu3aIMsIMH.

TectupoBanue peann3anui TMpaBus QMIBTparud Ha MD, Hactpoek cuctemsl 3amuTtel ot HC/,
CHCTEMBI 3aLUTHI OT BUPYCOB, CUCTEMbI OOHAPYKEHUSI BTOP)KEHUH U aHAJIN3a 3aIUILEHHOCTH

3. TpeGoBanus no odecrneyeHHI0 6€30NMACHOCTH NMEPCOHATBHBIX JTaHHBIX

Bri6pannslie u peann3oBaHHBIE MepHI 10 obecniedernto oezomacHoctr [1/1H 1omKHBI 0OecednBaTh
HEUTpanu3alMio MPEroiaraéMblX Yrpo3 Oe30MacHOCTH IEPCOHAJBbHBIX NaHHBIX, NP UX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMaX B COCTaBE CHCTEMBI 3alUThI IEPCOHANBHBIX JaHHBIX OpraHu3anuy.

CucreMma 3alIUThl IEPCOHANBHBIX JAHHBIX, CTPOUTCSI HA OCHOBAHHU:
- Mogenu yrpo3 0e30MacHOCTH MEPCOHANBHBIM JaHHBIM MPH MX 00pa0OTKe B MH(POPMAIMOHHOW CHUCTEME
nepcoHaNbHBIX AaHHBIX «CoTpymankmy MKJIOY n/c Nel3;
- Mogenmn yrpo3 0€30macHOCTH MEPCOHATLHBIM JaHHBIM IIpH WX 00paboTke B MH(OPMAIIMOHHON cHcTeMe
MepCcoOHANBHBIX NaHHBIX «O0yuaronmecs» MKJIOY n/c Nel3;
- TexHHYECKOrO TMPOEKTa «CHCTEMbI 3alIWThl MNEPCOHAIBHBIX JAaHHBIX WHQPOPMALMOHHBIX CHCTEM
nepcoHanbHEIX JaHHBIX MKJIOY n/c Nel3;
- PyxoBomsamux mokymenToB @®CTIK u ®Ch Poccum.

BriOpannsie HeoOxoauMble Meporpusatust no 3amute [1JH orpaxkatorcs B «OnucaHUd CHCTEMBI
3amuThl nepcoHatbubix MKJIOVY n/c Nel3.

3.1. TpeooBanus no odecnevyennio 3amuThl B UCIIIH «Corpynnunkm» u UCIIIn «O0yuyarommecs
Hns 3amuter ot HCJ[ B UCII/IH Ha pa®ouux CTaHIUSAX W CepBepax YCTaHABIWBAECTCS CPEICTBA

3amuThl HH(pOpManny, 00ecreYnBaroIIue:
- Unentudukanust n ayreHTHUKALNS TTOJIL30BATENEH, SIBISIOMIMXCSA paOOTHUKAMH OTIEpaTopa;
- YnpaBieHue uneHTU(HUKaToOpaMu, B TOM YUCIIE CO3/IaHHe, IPHUCBOCHUE, YHUUTOKEHUE NACHTH(PUKATOPOB;
- VYmpaBneHue CpeACTBaMHM ayTeHTU(HMKALUM, B TOM YHCIE XpAaHEHUE, BBbIAAYA, WHULHAIN3ALMS,
OJIOKUPOBAaHHE CPEACTB AyTCHTH(PHUKAIIMN W TPHHATHE MEp B cllydae yTparhl M (WIH) KOMIIPOMETAIlUN
CPEACTB ayTeHTU(UKALINY;
- 3ammTa oOpaTHOM CBSI3M NPU BBOAE ayTeHTHU(UKAIIMOHHOW HH(OpMan
- Unentudukamys u ayTeHTH(UKAINS [TOTH30BaTENeH, He SBISIONINXCS PaOOTHUKAMU oreparopa (BHEIIHUX
MIOJIB30BAaTENICH);
- Vopasnenue (3aBeieHHE, aKTUBaUWs, OJOKUPOBAaHME W YHUUYTOXKEHHE) YYETHBIMU 3alUCiIMHU
MOJIb30BaTENEH, B TOM YHCII€ BHEIIHUX I1OJIb30BaTENCH
- Peanuzanust HEOOXOMUMBIX METONOB (AMCKPEIUOHHBIN, MaHJATHBIN, POJEBOW WM WHON METON), TUIIOB
(uTeHue, 3anKCh, BBIMOJIHEHUE U MHOM THI) U TPaBUJI pa3rpaHUueHus T0CTyIa;



- Ynpasnenue (puiibTpanys, MapIpyTu3anusi, KOHTPOJIb COeAMHEHNH, OTHOHANPABICHHAS Tiepeiada v WHbIE
crnocoObl  ympapieHUs)  HWHPOPMAIMOHHBIMH  TOTOKAMH  MEXIY  YCTPOMCTBaMHM, CETMEHTaMHU
WH(POPMAIIMOHHON CHCTEMBI, a TAK)Ke MKy HH(POPMAIMOHHBIMH CUCTEMaMU;

- Pazmenenne mnomHOMOUMi (poiyeill) modb30BaTeNiel, aIMUHHACTPATOPOB M JIMI, OOECIICYHBAIOIIIX
(GyHKIIMOHUpOBaHHE NH()OPMALIMOHHON CHCTEMBI,

- HaznavyeHne MUHMMaIHHO HEOOXOAUMBIX TPaB W MPUBUIIETHH MTOJIB30BATEISAM, aIMUHUCTPATOPAM | JTUIIAM,
obecnieunBaromuM (GyHKITHOHUPOBAHNE MHHOPMAITMOHHONW CUCTEMBI,

- OrpanndeHue HEYCIIENIHBIX MOIBITOK BX0Ja B MH(POPMAMOHHYIO CHCTEMY (ZOCTyma K MH(POPMAITMOHHON
crucreme);

- Peanmzanust 3amuineHHOTO YAAIEHHOTO JJOCTYIa CYOhEKTOB JOCTYIa K 00hEKTaM JIOCTyIa Yepe3 BHEITHHUE
WHPOPMAIIHOHHO-TEIEKOMMYHUKAI[HOHHBIC CETH;

- VmpapneHne B3aWMOACHCTBHEM C WH(QOPMAIMOHHBIMH CHCTEMaMH CTOPOHHHMX OpTaHW3auuii (BHEUIHHE
WH(POPMAIIMOHHBIE CHCTEMBI);

- OmpenienieHne COOBITHI 0e30MMacHOCTH, TTOJIEXKAINX PETUCTPAINH, U CPOKOB MX XPaHEHUS;

- Onmnpenenenue cocraBa W colepkaHus WHGOpPMAIMM O COOBITUSIX O€30MACHOCTH, IOUICIKAIIUX
perucTpanuu;

- COop, 3anuch M XpaHeHHe WHPOPMAHH O COOBITHIX 0€30MMAaCHOCTH B T€UCHHWE YCTAHOBICHHOTO BpEMEHHU
XpaHCHUS;

- 3amuTa nHGOPMAITK O COOBITHIX 0€30MaCHOCTH;

- Peanu3anuist aHTUBUPYCHO# 3aIIUTHL;

- O6HOBNeHHE 0a3bl JAHHBIX MTPU3HAKOB BPEJIOHOCHBIX KOMITBIOTEPHBIX MTPOTPaMM (BUPYCOB);

- OpraHuzanysi KOHTPOJIHPYEMON 30HBI, B MpeAeiax KOTOPOH IMOCTOSHHO pa3MENatoTCs CTallMOHApHBIE
TEXHUYECKUE CpEeNCTBa, oOpadarhIBaroIiye HWH(POPMAIUIO, W CPENCTBA 3alUThl MH(DOPMAIUMH, a TakKKe
cpenctBa obecrieueHus] PyHKITMOHUPOBAHUS;

- Konrponp u ympaBneHue (u3nYecKMM JOCTYNIOM K TEXHHYECKHM CpPEACTBaM, CpEICTBAM 3allUTHI
WHpOpMAIMK, CpelIcTBaM oOecredeHHs (PyHKIMOHUPOBAHUS, a TakkKe B TMOMEIICHUS U COOPYKEHHS, B
KOTOPBIX OHH YCTaHOBIIEHBI, WCKITIOYAIOIINE HECAHKIMOHWPOBAHHBIA (HU3WYECKUH JOCTYHN K CPEACTBaM
00paboTKH MHPOPMAITH, CPEIC-TBAM 3aIUTH HH()OPMAIINH U CPEACTBAM 0OecTieueHNs (PyHKIIMOHUPOBAHUS
WHPOPMAIIMOHHOW CUCTEMBI, B IOMEILLIEHHS M COOPYKEHUS, B KOTOPBIX OHH YCTAHOBJICHBI;

- Pa3memnienne ycTpoiicTB BeIBoAa (0TOOpaxkeHus) HHQPOpMALKH, UCKITIOYAIOIIee €€ HEeCAaHKIIMOHUPOBaHHBIH
MPOCMOTP;

- KoHTponb ycraHOBKM OOHOBICHHH TPOTpPaMMHOTO OOECIeUYCHHs, BKIIOYas OOHOBJICHHE MPOTPaMMHOTO
obecrieueHus CpeNICTB 3alIUThI HH(OPMAIIHH;

- Kontponms paboToCmOCOOHOCTH, MMapamMeTpoB HACTPOHMKKM ¥ TPABHIBHOCTH (DYHKIIMOHUPOBAHHS
MPOTrPaMMHOTO 00ECTIEYCHHUS B CPE/ICTB 3AIUTHl HHPOPMAIHH;

- KoHTponb cocTaBa TeXHUYECKHUX CPECTB, MPOrPAMMHOTO 00ECIICUeHHS M CPEJICTB 3aIUThl HH(OPMAIIUH;

- O0GecnieueHne 3alUTHl TEPCOHATBHBIX MAHHBIX OT PACKPHITHA, MOAU(HUKAIMH W HaBs3bIBaHUS (BBOIA
JIOKHOHM MH(pOpMaIiK) TIpH ee mepemade (MOATOTOBKE K Iepeade) Mo KaHajdaM CBSI3H, HMEIOIINM BBIXOT 33
npeaessl KOHTPOJIMPYEMOH 30HBI, B TOM YUCIe OECIIPOBOTHBIM KaHAIaM CBSI3H;

3.2. TpeOoBaHusi mo opranu3anuu odecneyeHusn oezonacuoctu B UCIIAn

Peructpupyemsie cuctemoii 3amuthl oT HCJl coOpITHS 6€30T1acCHOCTH Ha KOMITHIOTEPAX M CEPBEpax
UCTI/[IH #0mKHBI MPOCMAaTPUBAThCS M aHATU3UPOBATHCS HA HATMYME HE CAHKIMOHWPOBAHHBIX JCHCTBUI
aJIMUHUACTPATOPOM O€30IaCHOCTH 10 PACNUCAHUIO, YKA3AHHOMY 6 nyHKme 2.4.

st 3¢ dheKkTHBHOM 3alUThl OT BPEIOHOCHBIX MPOTrPaMM W BUPYCOB Ha KOMIIbIOTEpax U cepBepax
UCIIlz mepuomudecku (no pacnucaunuio, YKA3auHomy 6 nyHkme 2.4) INOJDKHBI TPOBEPSTCS KypHAIBI
CHUCTEMBI aHTUBUPYCHOH 3aIlUTHI.

Hns obecriedenus 3ammutel UCII/IH ot yrpo3 6ezomacHoctu [1/lH B Opranuzamum HEOOXOIMMO
00eCTIeUnTh:
- KOHTPOJIb IOCTYTIA MOJIb30BaTEeH K 3alUIIaeMbIM pecypcaM B COOTBETCTBUU C MaTPUIICH NOCTYIIA;
- ydeT BCeX 3alliINaeMbIX HOCHTelel MH(pOpPMaIui C MOMOINBI0O WX MapKUPOBKH W 3aHECEHHE YUETHBIX
NMAaHHBIX B )KypHAJ ydeTa ¢ OTMETKON 00 WX BhImaue (IpuemMe);
- (Qusnueckas OXpaHa TEXHUYECKHX CpPEACTB HH(OPMAIIMOHHOW CHCTeMbI (YCTPOWCTB W HOCHUTENEH
nH(pOpMaINK), TMPEAYCMATPHUBAKONAS KOHTPONb JOCTylla B TOMEIICHUS IOCTOPOHHMX JIUI], HaJHMYUC
HAJCKHBIX MPEIMSATCTBUN JJI1 HECAHKIIMOHUPOBAHHOIO IMPOHUKHOBCHHMS B IIOMEIICHHS M XPaHUIIHIIC
HOCHTENeH nH(pOpMaIHH;



- HaJIM4ue€ CpEACTB BOCCTAHOBJICHHA CUCTEMbI 3allMTBl MNCPCOHAJBHBIX JAHHBIX, MNPEAYCMaTpUBAIOINX
BCACHUC [IBYX KOTINi MMpOrpaMMHBIX KOMIIOHCHTOB CPCIACTB 3alllUThI I/IH(bOpMaIII/H/I, X MNCPUOANYICCKOC
OOHOBJICHHE W KOHTPOJIb pa0OTOCIIOCOOHOCTH.

- Tporecca KOHTPOJS 3a IIETIOCTHOCThIO MPOTpaMMHONM W HH(GOPMAIMOHHONW 4YacTH, TPOLEAYPHI
BOCCTaHOBJICHUSI (10 pacnucanuio, ykazaunomy 6 nynkme 2.4).

3.3. lHopsinok opranusanuu aocryna k UCILu

Bce monb3oBarenu UCIIAa nomxub! nMeTh goctyn K pecypcam MCIIIH TONBKO B COOTBETCTBUU C
pa3peleHIsIMY, YCTaHOBIEHHBIMU B «Marpuie qoctyna nojias3osareneit Kk pecypcam UCITIn».

Opranusanusi 10CTyna HOBOro nonb3oBaresiell k pecypcam UCIIJIH ocymiecTBIsieTcs CAeayOIuM
oOpasom:

1. CormacoBanue noctymna nojis3oBatels K pecypcam UCIIIn u qo6aBnenue moab3oBatens B « CIIUCOK JIHII,
JOCTYIl KOTOPBIX K MEPCOHAIBHBIM JaHHBIM, oOpaOarsiBaeMbix B MCII/IH HeoOxomuM Ui BBIIONHEHHS
CITY’XeOHBIX (TPYHAOBBIX) OOSI3aHHOCTEI;

2. OznakomiieHue mnojb3oBarens ¢ «llomokennem 00 oOpaborke u 3ammtel [1[IH B Opranmzauuu» u
uctpeboBaHue ¢ Toyib30BaTens noanucanus «Comiamenus o Hepasmamenuu [1/1H»;

3. Co3nanue y4eTHON 3alMCH IIOJIb30BATENs] M OpraHU3alys JOCTYIa B COOTBETCTBHU C Pa3pelICHUSIMH,
3a(pUKCHPOBAHHBIMU B «Marpwuiie 10oCcTyma mojib3osareieit k pecypcam UCITTm».

[lpu HeoOXomuMMOCTH YyHaleHWs AocTyma mnonb3oBatedst K pecypcam HWCIIH (B ciyuasx
YBOJIbHEHHS COTPYIHHKA H T.1.) HEOOXOIUMO 3a0JIOKMPOBATh (WM yAAJUTh) YUETHYIO 3aUCh MOJIb30BATENS
U OTKOppeKTHpoBaTh «CIHCOK U, AOCTYN KOTOPBIX K MEPCOHAIBHBIM JaHHBIM, 00pabaTeiBaeMbIX B
NCIIIH HeoOXoauM TS BHITTOTHEHUS CYKEOHBIX (TPYIOBBIX) 00S3aHHOCTE.

3.4. llopsinok 06padOTKH MHIUAEHTOB 0€30IIACHOCTH
[Mopsinok 00paboTku MHIUACHTOB Oe3omacHocTu [1/]H ommcan B «HCTPYKIIMU MO OpraHU3aIlluu
pesepupoBanus 1 BoccranoByienus MCIIJIH, o0paboTka nnnmaeHToB 0ezonacuoct MCITay.

3.5. IlopsizoK BHITIOJTHEHUSI MPOIEAYP Pe3ePBHOI0 KOMUPOBAHUS
[Topsnox mpouenyp peszepBHoro komupoBaHus IIJIH ommcan B «MHCTpyKuMM 1O OpraHU3aliud
pesepupoBanus 1 BoccranoBieHus MCIIJIH, o0paboTka nanmaenToB 6ezonacuocta MCIa.

4. Moab3oBateau UCII/In

B Opranusanuu MOXHO BBIAETUTH clieqyromue rpymmnsl noas3osareneid UCII/IH, ydacTByromux B
obpabotke u xpanenuu [1J1H:
- AnmuHKCcTparopa 0e301acHOCTH;
- Oneparopa APM;
- CrienuanucTa 1o MnoAepKKe TEXHUYECKUX CPEeICTB KOPIIOPATUBHOM CEeTH;

JlaHHBIE O Trpynmax IMOJIb30BATENsX, YPOBHE HUX JOCTyHa M MHQOPMHUPOBAHHOCTH IIOJDKEH OBITH
OTpakeH B MaTpulle AOCTyIMa moib3oBarencit Kk pecypcam UCTI/IH.

4.1 AAMUHHCTPATOP 0€30MACHOCTH

AnmuHHCTpaTop 6€30MacHOCTH, COTpyAHUK OpraHu3anuy, OTBETCTBEHHBIN 32 (YyHKIIMOHHUPOBAHHE
C3I1/n, Brmouasi 00CIy)KMBaHHE W HACTPOMKY aJIMHUHHCTPATHBHOW, CEPBEPHON M KIMEHTCKOW KOMIIOHEHT
UCIIAH.

AnMuHHCTpaTOp 0€30IacHOCTH 00IaAaeT CIASAYIONUM YPOBHEM JIOCTYIIA U 3HAHHIA:
- obnamaet npaBamu A amunuctparopa UCI/IH;
- obnamaeT momHoi nHGopmanuei 06 MCIIJH;
- UMEET JOCTYI K CPEACTBaM 3alUThl HHOOPMALUHN U MIPOTOKOJIMPOBAHUS U K YaCTH KIIOUEBBIX AJIEMEHTOB
UCIIOH;
- HE UMEET MpaB JOCTyMa K KOHPUTYPHUPOBAHHUIO TEXHUUECKUX CPEACTB CETH 32 UCKIIOUCHUEM KOHTPOJIBHBIX
(MHCTICKITNOHHBIX ).

ApMuHECTpaTOp 6€30IaCHOCTH YIIOITHOMOYEH:
- peanu30BBIBaTh MOJUTUKU Oe3omacHOCTH B dacTH HacTpoiiku CK3U, mexceTeBBIX DKpPaHOB M CHCTEM
oOHapyXeHHsl aTak, B COOTBETCTBHU C KOTOPBIMH ToJb3oBareib (Omepatop APM) nmomydaer BO3MOXXHOCTh
paborats ¢ anemenramu UCIIH;
- OCYHIIECTBIIATh ayAUT CPEACTB 3aIUTHI;
- yCTaHaBIHMBATh JOBEPUTEIILHBIC OTHOLLICHHUS CBOCH 3alIMIICHHON CETH ¢ ceTsAMU Ipyrux Opranuzaunuu.



4.2 Oneparop APM

Oneparop APM, corpynauk Opranu3saiuy, ocyuiecTBisitonuii 0opadotky 11, O6padotka [1/1H
BKITIOYAET: BO3MOXKHOCTH mmpocMmoTpa [1/[H, pyanoit 8Box [11x B cuctemy UCIL/IH, dhopmupoBanue cripaBok
u otdeToB 1o wHbopManuu, nomydeHHor w3 WMCIIJ. Oneparop He MMEET MOTHOMOYHUHN IS yIIPaBICHUS
noacucreMamu o0padoTku JanHbix U C3I11H.

Oneparop UCII/IH ob6nanaet cieayromuM ypOBHEM IOCTYIIA ¥ 3HAHHM:
- ob0namaeT BceMH HEOOXOAMMBIMH aTpuOyTamu (HampuMmep, TMapojieM), OOECHeYMBAIOMIMMHU JOCTYI K
HEKOTOPOMY NOAMHOKeCTBY I1/1H;
- pacmonaraet KOH(UICHIINATbHBIMHI JAHHBIMHU, K KOTOPBIM UMEET JTOCTYII.
- o0amaeT yacThi0 HH(OPMAIMH O TEXHHYECKUX cpencTBax U koHpuryparwu UCIT/IH;
- UMeeT PU3MYECKHUI JOCTYI K TEXHHUECKUM CpelicTBaM 00pabOTKU HH(POPMAIH U CPECTBAM 3allUThI;
- 3HAeT, 110 MEeHbIIIEI Mepe, OJTHO JIeTaNbHOE UMS JOCTYTIA.

4.3 CnenuaJucT 1Mo nojjiep:KKe TEXHHYECKHX CPeACTB KOPNOPATUBHOM ceTH

TexHWYeCKHH CHeNMATUCT MO OOCTY)KHBaHHIO, COTPYOHMK OpraHu3aluy, OCYIIECTBIISET
oOcnyknuBaHue W HacTpoiiky mnepudepuitnoro obopynoBanus MCIIJIH. TexHuueckuil crnenuaivcT MO
oOciyxuBaHuto He uMeeT noctyna k IIJ[H, He WMeeT MOIHOMOYMH A YIpaBlIEeHHS IOACUCTEMAaMHU
00paboTKM TaHHBIX U OE30MACHOCTH.

TexHN4eCKUH CIIEIUAIHCT 110 0OCITYKMBaHUIO 00JalaeT CICAYIOIUM YPOBHEM JIOCTYIIA M 3HAHUI:
- o0agaeT yacTeio MHOOPMALIMU O CUCTEMHOM M IPUKIaJHOM porpaMMHoM obecniedenun UCIIAH;
- obnaaeT yacThio MHGOPMALIUK O TEXHHUECKUX cpecTBax u koHpurypauuu UCITIH;
- 3HAET, TI0 MEeHbIIEI Mepe, OTHO JIeTAIbHOE UM JOCTYIIA.

5. TpeGoBaHMsl K nepCcOHAJNY 1O 00ecre4eHHI0 0e30IACHOCTH NePCOHAIBHBIX JAHHbIX

Bce corpyaauku Opranuszaiuu, ssisiomuecs mnonab3oBatemsiMu UCIIJIH, TOKHBI 9YeTKO 3HATh U
CTPOTO BBITIOJNHATH YCTAHOBJICHHBIE MpPaBWiIa M OOS3aHHOCTH MO AOCTYIY K 3allMIIaeMbIM OOBEKTaM H
COOJTIONECHUTO MPUHATOTO peskrmMa OezomacHocTH [1J]H.

IIpu BeTymneHMH B JOJDKHOCTH HOBOTO  COTPYAHHKAa HEMOCPENCTBEHHBIM  HAYAIBHUK
MoApa3ieNeHus, B KOTOpOE€ OH MOCTyMaeT, O0s3aH OpPraHU30BaTh €ro O3HAKOMIIEHHE C JIOJDKHOCTHON
WHCTPYKIMEH W HEOOXOAMMBIMH JTOKYMEHTaMHM, PEIIaMEHTUPYIOIIMMH TpeOoBanus mo 3ammrte [1/1H, a
Takke OOydeHHWe HaBBIKaM BBIMOJHEHHUS MPOLEAYP, HEOOXOAMMBIX Il  CAaHKIMOHHPOBAHHOTO
ucnonb3oBanus UCIIH.

CoTpyaHHK J0JDKEH OBITH O3HAKOMIICH CO CBEICHUSMH HOJOXKEHHUS 10 00pabOTKe M 00ECTICUECHHIO
0€30MacHOCTH NEPCOHANBHBIX JaHHBIX, 00pabareiBaeMbIX B OpraHus3anuy.

Corpyaaukn OpraHu3anyy, UCIONB3YIONINEe TEXHUYECKHE CPEICTBA ayTCHTU(HKALWH, JOJKHBI
obecrneunBaTh COXPaHHOCTh HIICHTU(UKATOPOB (DIEKTPOHHBIX Kitoued) u He nomyckarh HCJ x Hum, a
TaK)Ke BO3MO)KHOCTb MX YTE€PH HMIIH HCIIONBb30BaHNsI TPETHUMH TUIaMH. [lonp3oBarenn HECYT MEPCOHANBHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTh HUICHTU(HUKATOPOB.

CotpynHuku OpraHuzaiu JODKHBI CJIE0BaTh YCTAHOBJIEHHBIM IpOLEAypaM MOJAEp:KaHUSL
pexxuma OezonacHoctu [1/IH npu BeIOOpe M UCTIONB30BaHUM Maposiel (€Ci He MCIOIb3YIOTCS TEXHUYECKHE
cpencTBa ayTeHTH(DUKAIIAHN).

Corpynaukn OpraHuzanyl  JOJDKHBI O0ECTeYMBAaTh HAAJICKAIIYI0 3alUTy OOOpYIOBaHHUA,
0CTaBJIsIEMOTr0 0e3 MPUCMOTpPa, 0COOEHHO B TeX CIIydasX, KOrjga B MOMEIICHHE UMEIOT JOCTYI [TOCTOPOHHHE
muua. Bee monb3oBarenu JOMKHBI 3HaTh TpeOoBaHus 1o OesomacHocTH IIJIH W mpouemypbl 3amuThl
000pyIOBaHUs, OCTABICHHOTO 0€3 MPUCMOTPA, a TAKIKE CBOM O0SI3aHHOCTH 110 00CCIICUCHUIO TAKOW 3aIlMTHI.

CoTpyaHHKaM 3ampeliaercsl yCTaHAaBIUBATh IOCTOPOHHEE MpOrpaMMHOE  obecredyeHue,
MOAKIIIOYATh JINYHbIE MOOWJIbHBIE YCTPOMCTBA M HOCHUTENIM HH(OpMaLNU, a TakKe 3alichbiBaTh HAa HUX
3alIMIIAEM 0 HHPOPMALHIO.

CotpynHukaMm, a Takke OBIBIIMM COTpPYIHHKaMm, 3alpelaercd paslialiare 3alldliaeMyro
WHPOPMAIIHIO, KOTOpasi CTajla UM M3BECTHA NpH pabore ¢ MHGOPMAUUMOHHBIME cucTeMaMd OpraHu3aiui,
TPETBHM JIMLIAM.

IIpu padore ¢ I1[lgx B UCII[In coTpymuukm OpraHu3amuu 00s3aHBI O00SCIIEYUTHh OTCYTCTBHE
BO3MOXKHOCTH npocMmoTpa IT/[H TpeTbumu nunamu ¢ MoHuTOpoB APM 1 TepMHUHAIIOB.

ITpu 3aBepmenun padoter ¢ UCIIJH coTpynHuku 00s3aHbl 3auTUT APM MM TepMHHAIBI C
MTOMOIIIbI0 OJOKMPOBKHM KJIIOUOM FJIM AKBHBAJICHTHOTO CPEICTBA KOHTPOJS, HAMPUMEpP, JOCTYIIOM IIO0
MapOITI0, €CITH HE MCIIONB3YIOTCS 00Jiee CHITBHBIE CPENICTBA 3aIIUTHI.

Corpyaauku OpraHu3aniy IOJDKHBI OBITh MPOMH(POPMHUPOBAHBEI 00 yrpo3ax HapyLICHHS pPeKUMa
OesomacHoctu IIJIH m oTBeTCTBEHHOCTH 3a ero HapymeHue. OHHM [JODKHBI OBITb O3HAKOMIIEHBI C



YTBEPXKACHHOW (OpPMaJbHOM MPOIEaypoil HaJOKEHHs JUCHUILUTMHAPHBIX B3bICKAHUH HA COTPYIHHKOB,
KOTOPBIC HAPYILIWIKA IPUHATHIC TIOIUTHUKY U Mpoleaypbl Oe3onacuoctu [1/1H.

CoTpymHukH 00s13aHBI O0€3 MPOMEJICHIS CO00IaTh 000 BCeX HAONMIOMAEMBIX M MOA03PUTEIHHBIX
ciayuyasx pabotrel MCII/IH, koTOophle MOTYT TOBJIEYL 3a 000 yrpo3sl OezomacHoctHm IIJ[H, a Takxke o
BBISIBJICHHBIX MU COOBITUSIX, 3aTParkBarOIIUX 0€30MacHOCTh 16

[111, pyKOBOACTBY TOApa3cieHHs W JHIlY, OTBEYAIOIIEMY 3a HEMEIJICHHOE pearupoBaHHe Ha
yrpo3sl 6e3onacuoctu [11/1H.

KoHTposib 3a cOOMIOCHIEM, BBIIIEC OMUCAHHBIX TPEOOBAHUM IO 3aIIMTE MMEPCOHAIBHBIX TaHHBIX
corpynaukamu OpraHu3alyid, BO3JIaraeTcsi Ha OTBETCTBeHHOro 1o 3ammre wHbopmamuu B WUCIIIH n
OTBETCTBEHHOTO 32 OPTaHU3aINI0 00padOTKN NEPCOHATBHBIX TaHHBIX B OpraHu3amum.

6. JonxuocTHbIe 00s13aHHOCTH NoJb3oBareseil UCIIIu
JomxHocTHBIE 00s13aHHOCTH TTonb3oBareneit CII/Ix onmmcaHbl B CleAyIOMUX TOKyMEHTaX:
- UHCTpYKITNS aAMIHUCTpATOpa 3aIUTHI;
- UncTpykius nonb3oBatens no skcrnyatanud C3U B UCI/IH;
- WHCcTpykuus 1o opraHu3anuu pesepBupoBaHusi W BoccTaHoBieHus WCII/IH, oOpaboTka WHIMIESHTOB
oe3omacHoctH [1/1H;
- Mncrpykmus none3oBateneit UCIH;

7. OrBeTcTBeHHOCTDH cOTpynHUKOB UCII/In Oprannsanun

B cootBetcTBHH co cT. 24 DenepanbHoro 3akoHa Poccuiickoit deneparuu ot 27 uroist 2006 1. Ne
152-®3 «O mepcoHaNbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HapylIeHWU TpeboBaHuii naHHoro denepanbHOTO
3aKOHA, HECYT TpPaXIAHCKYIO, VYIOJOBHYIO, aJMHHUCTPAaTUBHYIO, [IUCHMIUIMHAPHYIO M  HHYIO
IPEeAYCMOTPEHHYIO 3aKkoHOaTesIbcTBOM Poccuiickoii denepannu OTBETCTBEHHOCTb.

JelicTByroniee 3akoHONATEILCTBO P mM03BONIAET TPEABABIATH TPEOOBaHHS IO OOECIICUCHUIO
Oe3omacHOl paboTHl ¢ 3alIUIaeMoil WHpOpMalyeld U MpeaycMaTpUBaeT OTBETCTBEHHOCTH 32 HapyIICHHE
YCTaHOBJICHHBIX IPaBWII KcIuTyaTauun 9BM u cucteM, HenpaBoMepHbIH AOCTYN K MH()OPMALUH, €CIIH 3TH
NEWCTBUS MPUBEITH K YHUUTOXKCHHIO, OJIOKHPOBAHUIO, MOAUGUKAIINYA HHPOPMAITIH WX HAPYIISHUIO paOOTHI
OBM wunu cereii (ctarbu 272,273 u 274 YK PO).

Anvunuctparop WCIIlH u aamMunucTpaTop O€30MacHOCTH HECYT OTBETCTBEHHOCTh 3a BCE
JICHCTBUSI, COBEPIICHHBIE OT MMEHH WX YYETHBIX 3alMcell WM CHCTEMHBIX YYETHBIX 3allicel, eciu He
JI0Ka3aH (aKkT HECAHKIIMOHUPOBAHHOTO HCIIOIB30BAHUS YUETHBIX 3aIIHCeH.

IIpu Hapymennsax corpygHukamu Opranusanuu — nons3osateneii MCIIIH npaBu, cBA3aHHBIX ¢
6e3omacHocThio [1/[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ICHCTBYIOILUM 3aKOHOAATEIHCTBOM
Poccuiickoit denepanuu.



